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CYBERSECURITY IN KAZAKHSTAN’S TOURISM SECTOR:  
CHALLENGES AND SOLUTIONS  

IN THE PROTECTION OF PERSONAL DATA

The digital transformation of the tourism industry has significantly improved service efficiency, 
booking convenience, and customer experience. However, the widespread use of online platforms, 
electronic payments, and mobile applications has also introduced substantial cybersecurity risks, par-
ticularly concerning the protection of travelers’ personal and financial data. This paper explores the key 
cybersecurity threats facing the global tourism industry, with a specific focus on Kazakhstan’s emerging 
digital travel infrastructure. The study employs a multi-method approach, including analysis of cyber 
threats, a comparative review of international data protection regulations, evaluation of technical and 
organizational security practices, and an empirical survey involving tourism and aviation sector profes-
sionals in Kazakhstan. The findings indicate that phishing attacks, payment data breaches, and malware 
are among the most common threats affecting tourism businesses. These vulnerabilities are often exac-
erbated by outdated security systems, insufficient staff training, and limited awareness of best practices 
in data protection. Through a comparative analysis of cybersecurity legislation in Kazakhstan, the Euro-
pean Union (GDPR), the United States (CCPA), and Singapore (PDPA), the study highlights significant 
regulatory gaps and enforcement limitations within Kazakhstan’s legal framework. Survey results further 
reveal a lack of preparedness in small and medium-sized tourism enterprises, where modern security 
technologies and training programs are not widely adopted. Based on these insights, the paper recom-
mends implementing multi-factor authentication, encryption protocols, regular cybersecurity audits, and 
employee awareness initiatives. The use of advanced technologies such as artificial intelligence and 
blockchain is also encouraged to enhance threat detection and data integrity. This research underscores 
the urgent need for a robust cybersecurity strategy in the tourism industry. By strengthening data pro-
tection measures and aligning with global standards, tourism companies can safeguard consumer trust, 
reduce financial risks, and support the secure digital growth of the travel sector.

Keywords: cybersecurity, tourism industry, personal data protection, multi-factor authentication, 
SWOT analysis, artificial intelligence, Kazakhstan.
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Қазақстан туризміндегі киберқауіпсіздік:  
жеке деректерді қорғау мәселелері мен шешімдер

Туризм индустриясының цифрлық трансформациясы қызмет көрсету тиімділігін, 
брондау ыңғайлылығын және тұтынушы тәжірибесін айтарлықтай жақсартты. Алайда 
онлайн платформалар, электронды төлемдер және мобильді қосымшалардың кең таралуы 
киберқауіпсіздікке қатысты елеулі қатерлерді, әсіресе саяхатшылардың жеке және қаржылық 
деректерін қорғау мәселесін алға тартты. Бұл мақалада жаһандық туризм индустриясына төнетін 
негізгі киберқауіптер қарастырылып, Қазақстандағы цифрлық туристік инфрақұрылымның 
қалыптасуына ерекше назар аударылады. Зерттеу көп әдісті тәсілге негізделген: киберқауіптерді 
талдау, халықаралық деректерді қорғау ережелеріне шолу, техникалық және ұйымдастырушылық 
қауіпсіздік тәжірибелерін бағалау, сондай-ақ Қазақстандағы туризм және авиация салаларының 
мамандары арасында жүргізілген эмпирикалық сауалнама нәтижелері қамтылған. Зерттеу 
нәтижелері фишинг шабуылдары, төлем деректерінің бұзылуы және зиянды бағдарламалардың 
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рына ең жиі әсер ететін қауіптердің қатарына жататынын көрсетеді. Бұл осалдықтар көбінесе ес-
кірген қауіпсіздік жүйелерімен, персоналдың жеткіліксіз дайындық деңгейімен және деректерді 
қорғаудағы озық тәжірибелер туралы білімнің аздығымен байланысты. Қазақстан, Еуропалық 
Одақ (GDPR), АҚШ (CCPA) және Сингапур (PDPA) арасындағы киберқауіпсіздік заңнамалары-
ның салыстырмалы талдауы Қазақстанның құқықтық жүйесінде елеулі реттеушілік олқылықтар 
мен бақылау тетіктерінің әлсіздігін айқындайды. Сауалнама нәтижелері шағын және орта турис-
тік кәсіпорындарда заманауи қауіпсіздік технологиялары мен оқыту бағдарламаларының кеңі-
нен енгізілмегендігін көрсетеді. Осыған байланысты мақалада көп факторлы аутентификация, 
шифрлау хаттамалары, тұрақты киберқауіпсіздік аудиттері және қызметкерлер арасында ақпа-
раттандыру бастамаларын енгізу ұсынылады. Сонымен қатар, жасанды интеллект пен блокчейн 
сынды заманауи технологияларды қолдану қауіп-қатерді анықтау мен деректердің тұтастығын 
қамтамасыз етуге жәрдемдеседі. Бұл зерттеу туризм индустриясында пәрменді киберқауіпсіздік 
стратегиясын әзірлеудің өзектілігін атап көрсетеді. Деректерді қорғау шараларын күшейту және 
жаһандық стандарттармен үйлестіру арқылы туристік компаниялар тұтынушылар сенімін сақтап, 
қаржылық тәуекелдерді азайтып, саланың қауіпсіз цифрлық дамуына жол аша алады.

Түйін сөздер: киберқауіпсіздік, туризм индустриясы, жеке деректерді қорғау, көп факторлы 
аутентификация, SWOT-талдау, жасанды интеллект, Қазақстан.
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Кибербезопасность в туризме Казахстана:  
проблемы и решения в области защиты персональных данных

Цифровая трансформация туристической индустрии значительно повысила эффектив-
ность обслуживания, удобство бронирования и качество клиентского опыта. Однако широкое 
распространение онлайн-платформ, электронных платежей и мобильных приложений привело 
к существенным киберрискам, особенно в вопросах защиты персональных и финансовых дан-
ных путешественников. В данной статье рассматриваются основные угрозы кибербезопасности, 
с которыми сталкивается мировая туристическая отрасль, с особым акцентом на развивающуюся 
цифровую инфраструктуру туризма в Казахстане. В исследовании используется многоуровневый 
методологический подход, включающий анализ киберугроз, сравнительный обзор международ-
ных нормативных актов по защите данных, оценку технических и организационных мер безопас-
ности, а также эмпирическое анкетирование специалистов туристической и авиационной сфер 
Казахстана. Результаты исследования показывают, что фишинг-атаки, утечки данных платежных 
систем и вредоносное программное обеспечение являются одними из наиболее распространён-
ных угроз для туристических компаний. Уязвимости усугубляются использованием устаревших 
систем безопасности, недостаточной подготовкой персонала и низким уровнем осведомлён-
ности о лучших практиках в сфере защиты данных. Сравнительный анализ законодательства в 
области кибербезопасности Казахстана, Европейского союза (GDPR), США (CCPA) и Сингапура 
(PDPA) выявляет значительные пробелы в регулировании и недостаточную эффективность меха-
низмов правоприменения в казахстанской правовой системе. Результаты опроса также указыва-
ют на низкий уровень готовности среди малых и средних туристических предприятий, где совре-
менные технологии защиты и программы обучения практически не внедряются. На основании 
полученных данных в статье предлагается внедрение многофакторной аутентификации, прото-
колов шифрования, регулярных аудитов кибербезопасности и инициатив по повышению осве-
домлённости сотрудников. Также рекомендуется использование передовых технологий, таких 
как искусственный интеллект и блокчейн, для повышения эффективности обнаружения угроз и 
обеспечения целостности данных. Данное исследование подчёркивает срочную необходимость 
разработки комплексной стратегии кибербезопасности в туристической отрасли. Усиление мер 
по защите данных и приведение национальных стандартов в соответствие с международными 
позволит туристическим компаниям укрепить доверие потребителей, снизить финансовые риски 
и обеспечить безопасное цифровое развитие сектора.

Ключевые слова: кибербезопасность, туристическая индустрия, защита персональных дан-
ных, многофакторная аутентификация, SWOT-анализ, искусственный интеллект, Казахстан.



110
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Introduction

Today, the tourism industry is rapidly devel-
oping thanks to digital technology, which also de-
mands cybersecurity and the protection of travelers’ 
data. In Kazakhstan, the number of online pay-
ments, online bookings, and digital tourism services 
is steadily increasing. According to the Ministry of 
Digital Development, Innovations and Aerospace 
Industry of the Republic of Kazakhstan, nearly 70% 
of travelers booked hotels and tickets online in 2023. 
On the other hand, cyberattacks are becoming more 
frequent. In 2022, the National Security Committee 
of the Republic of Kazakhstan reported nearly 2,000 
cyberattacks targeting both public and private tour-
ism services, including hotel and travel agency da-
tabases (del Mar Alonso-Almeida & Giglio, 2024).

Cyber threats in tourism have become a major 
global issue. According to IBM Security Survey 
data, the tourism sector ranks among the ten most 
vulnerable industries to cyberattacks, following the 
banking and healthcare sectors (Roy et al., 2023). 
The main threats include phishing attacks, theft of 
financial data, and unauthorized access to hotel data 
storage systems. In 2018, Marriott International an-
nounced that the personal data of 500 million cus-
tomers had been compromised, including passport 
information and credit card numbers (Perlroth et al., 
2018). This led to legal proceedings against the ho-
tel chain and significant financial losses. 

Overall, cybersecurity in the tourism sector has 
become the subject of growing research, particularly 
concerning the protection of personal data, financial 
information, and the prevention of data breach-
es – topics that are increasingly discussed at the 
governmental level. In Kazakhstan, this issue has 
received special attention under the Digital Kazakh-
stan initiative, which aims to provide secure digi-
tal services with the approval of the State Program 
Digital Kazakhstan in 2017. This article examines 
the key aspects of cybersecurity in the tourism and 
travel sector both in Kazakhstan and globally. It ad-
dresses the most common cyber threats, including 
phishing schemes, malware attacks, and the expo-
sure of personal data. It also explores how the hos-
pitality and aviation industries manage data security 
(Thealla et al., 2024). 

Literature review

International studies highlight how vulnerable 
the tourism sector is due to the vast amount of per-
sonal data collected online. According to an article 

by Alexandros Paraskevas, data encryption and 
multi-factor authentication are crucial for protecting 
consumers (Paraskevas, 2022). Blockchain technol-
ogy is also recommended for the secure storage of 
bookings and transactions. 

The tourism sector actively uses information 
technologies for booking, payments, and process-
ing travelers’ personal information in the context 
of global digitalization. However, due to the grow-
ing reliance on digital services, the tourism indus-
try remains vulnerable to cyber threats. This section 
reviews previous research on cybersecurity in the 
tourism industry, identifies the main risks, explores 
current methods for protecting personal informa-
tion, and analyzes responses to cyberattacks based 
on both local and international practices (Florido-
Benítez, 2025).

Phishing attacks, breaches of booking systems, 
theft of payment data, and leaks of personal infor-
mation are among the most common threats in the 
tourism industry, according to cybersecurity re-
search. IBM Security reports (2023) show that over 
60% of cyberattacks in the travel and tourism sector 
are aimed at stealing consumer data, which is later 
used in fraudulent schemes. A study by Cornell Uni-
versity and FreedomPay revealed that nearly 31% of 
hospitality organizations experienced data breaches 
in 2023, with 89% facing multiple attacks within the 
same year (Ghaderi, Beal, & Houanti, 2024). These 
breaches often led to the exposure of personal in-
formation, disrupted guest services, and resulted in 
substantial financial damage.

At the international level, passenger data is pro-
tected through multi-factor authentication (MFA), 
data encryption, suspicious activity monitoring sys-
tems, and artificial intelligence tools for threat as-
sessment (Williamson & Curran, 2021). For exam-
ple, major airlines such as Delta and Lufthansa have 
adopted blockchain technology to secure bookings 
and transactions (Thealla et al., 2024).

Kazakhstani companies are also beginning to 
implement modern data protection methods. For 
instance, hotel chains such as Rixos and Hilton Ka-
zakhstan have improved customer data protection 
by using multi-level encryption, while Air Astana 
has introduced a cyber threat monitoring system 
(Мосунова, 2024). However, due to a shortage of 
experts and financial resources, most small and me-
dium-sized travel agencies in Kazakhstan do not use 
advanced technologies.

The General Data Protection Regulation 
(GDPR) of the European Union requires travel 
agencies to ensure a high level of protection for their 
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customers’ data and strictly regulates access to it. 
According to Jaeyoon Baik, a similar regulation in 
the United States, the California Consumer Privacy 
Act (CCPA), was introduced to impose strict penal-
ties for data protection violations (Baik, 2020).

In Kazakhstan, the Law on Personal Data and 
Their Protection governs cybersecurity issues; how-
ever, it does not provide specific guidelines for the 
travel and tourism sector. According to an analysis 
by N. Satkanov, Kazakhstan needs to develop its se-
curity regulations for travel agencies that are com-
parable to the GDPR (Syzdykova et al., 2024).

Based on a review of scientific literature, cyber 
threats are becoming increasingly significant in the 
tourism industry, both in Kazakhstan and world-
wide. Global experience demonstrates the effective-
ness of systems such as blockchain, multi-factor au-
thentication, and data encryption (Zishan & Russell, 
2024). However, Kazakhstan still needs to adopt 
modern security technologies, enhance staff aware-
ness, and strengthen legal regulation.

Research Methodology

This study employed a rigorous methodological 
approach that included surveys, comparative analy-
sis of global practices, evaluation of the effective-
ness of current personal data protection measures, 
and analysis of cyber threats. These empirical meth-
ods enabled the collection of objective information 
on the state of cybersecurity in the tourism sector 
in Kazakhstan and other countries, the identifica-
tion of key issues, and the development of practical 
recommendations for addressing them. To identify 
the main cyber threats facing the tourism sector, 
the study thoroughly examined reports from global 
organizations such as IBM Security X-Force, the 
European Cybersecurity Commission, and the Inter-
national Air Transport Association (IATA), as well 
as data from Kazakhstan’s National Cybersecurity 
Center.

This study employed a comprehensive and 
multi-faceted methodological approach to explore 
the current state of cybersecurity in the tourism in-
dustry and to assess the effectiveness of data pro-
tection practices. A combination of qualitative and 
quantitative methods was used to ensure a thorough 
understanding of the research problem and to devel-
op practical recommendations.

First, a detailed analysis of cyber threats and 
vulnerabilities within the tourism sector was con-
ducted. This included reviewing international re-
ports from trusted institutions such as IBM Security 

X-Force, the European Cybersecurity Commission, 
and the International Air Transport Association 
(IATA). In addition, national statistics and insights 
from Kazakhstan’s National Cybersecurity Cen-
ter were examined to evaluate the domestic threat 
landscape. This helped identify key issues such as 
phishing attacks, malware incidents, and breaches 
of payment systems.

Second, an evaluation of the effectiveness of 
existing technical and organizational data protection 
measures was undertaken. The research reviewed 
practices such as multi-factor authentication, en-
cryption protocols, and security auditing procedures 
in place within tourism organizations. Special em-
phasis was placed on assessing the functionality of 
Personal Data Information Systems (PDIS), with 
consideration of regulatory compliance, certifica-
tion, and operational audits.

Third, a comparative legal analysis was car-
ried out to benchmark Kazakhstan’s data protec-
tion framework against leading international mod-
els, including the European Union’s General Data 
Protection Regulation (GDPR), the U.S. California 
Consumer Privacy Act (CCPA), and Singapore’s 
Personal Data Protection Act (PDPA). This compar-
ative approach provided insight into the strengths 
and weaknesses of Kazakhstan’s legal environment 
regarding cybersecurity in tourism.

Lastly, a survey of 112 professionals from Ka-
zakhstan’s tourism and aviation sectors (including 
employees from Air Astana, Fly Arystan, and Mar-
riott hotels) was conducted to gather empirical data 
on current cybersecurity practices, awareness levels, 
and perceived risks. The results were used to con-
struct visual analytics and a SWOT analysis, high-
lighting gaps and opportunities for improvement.

This integrative methodology ensured a reli-
able, evidence-based assessment and supported the 
formulation of practical and strategic cybersecurity 
recommendations tailored to the tourism industry.

Results and Discussion

Cyber threats today pose a serious risk to the se-
curity of travelers’ data in the tourism sector. Phish-
ing, malware, and payment data breaches are among 
the most common threats. Phishing is a fraudulent 
technique used by hackers who pose as trusted 
sources to obtain personal information such as credit 
card numbers or passwords. As the travel industry 
rebounds post-pandemic, it is increasingly targeted 
by automated threats, with the sector experienc-
ing nearly 21% of all bot attack requests last year. 
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That’s according to research by Imperva, a Thales 
company. In their 2024 Bad Bot Report, Imperva 
finds that bad bots accounted for 44.5% of the indus-
try’s web traffic in 2023 – a significant jump from 
37.4% in 2022 (https://thehackernews.com). When 
attackers gain access to customers’ payment details, 
it is classified as a payment data breach, which can 
lead to financial losses and erode customer trust in 
travel agencies (Karadayi-Usta, 2025).

The General Data Protection Regulation 
(GDPR) of the European Union sets strict guidelines 
for the processing of personal data, affecting busi-
nesses worldwide. The importance of cybersecurity 
is emphasized by real-world breaches in the tourism 
industry. For instance, in 2023, automated cyberat-
tacks using bots to steal accounts and commit vari-
ous types of fraud posed a new threat to the sector 
(Marengo & Pagano, 2024).

Such high-risk incidents lead to significant fi-
nancial losses and damage a company’s reputation. 
To improve cybersecurity in the tourism industry, 
it is essential to thoroughly analyze cyber threats, 
study relevant legislation, and examine actual data 
breach cases.

Evaluating the Effectiveness of Current Mea-
sures for Protecting Personal Data. Studies show 
that after implementing technical and organization-
al measures, it is crucial to assess their effective-
ness–this includes conducting audits and recording 
outcomes. Developing a program and evaluation 
methodology that considers the characteristics of 
personal data information systems (PDIS) is an im-
portant step. Auditing and certifying PDIS allows us 

to determine whether the procedures in place com-
ply with information security requirements. There-
fore, the systematic evaluation and improvement of 
personal data protection protocols is a key compo-
nent of ensuring information security in the tourism 
industry (Florido-Benítez, 2024).

Comparing International Cybersecurity Stan-
dards in the Travel and Tourism Sector. Using a 
comparative analysis approach, the study examined 
the legal foundations of cybersecurity in Kazakh-
stan and leading countries. The GDPR (European 
Union), CCPA (USA), and the Law on Personal 
Data and Their Protection (Kazakhstan) are legal 
frameworks governing the protection of personal 
data (Miller, 2024). By applying comparative analy-
sis, we were able to identify the strengths and weak-
nesses of Kazakhstan’s data protection laws and 
corporate standards (see Table 1).

Despite simple laws, Kazakhstan lags wealthy 
countries in the issue of cybersecurity in the trav-
el and tourism sector. Strict regulations and heavy 
fines contribute to better data protection in Singa-
pore and the EU. While the level of data protection 
in the USA varies depending on the state and com-
pany, large travel agencies actively utilize modern 
security methods.

Thanks to the widespread use of advanced tech-
nologies such as blockchain and biometrics, the 
likelihood of data theft is lower in the UAE and 
Singapore. Kazakhstan needs to tighten data storage 
regulations, implement stricter security measures, 
and raise awareness among travel agencies about 
online threats.

Table 1 – Comparison of cybersecurity criteria in tourism

Criteria Kazakhstan USA UAE European Union Singapore

Law on data 
retention

Law of the Republic 
of Kazakhstan No. 
94-V on Personal 

Data and Its 
Protection, dated May 

21, 2013

Consumer Privacy 
Act (CCPA), FTC 

regulations

Data Protection 
Law (DPL, ADGM)

General Data 
Protection 

Regulation (GDPR)

Personal Data 
Protection Act 

(PDPA)

Penalties for 
breaking the law

A fine of up to 1600 
Monthly Calculation 
Indexes (MCI) may 

be imposed

Fines up to $7,500 Fines of up to $28 
million

Fines of up to 20 
million euros

Fines of up to $1 
million

Data retention 
requirements

The importance of 
protecting personal 

information is 
paramount.

Depending on each 
state, however, the 
requirements are 

limited.

It varies depending 
on the regions.

The data must be 
stored in the EU 
or countries with 

adequate protection.

Data must be stored 
in Singapore
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Criteria Kazakhstan USA UAE European Union Singapore

The level of 
entrepreneurs’ 
awareness of 

legislation

Average: Many 
companies do not 
take the necessary 

measures

Average: Depends 
on state laws and 

business types

High: global 
standards are used 
in large companies

High: There are 
strict regulations 
and entrepreneurs 

are required to 
comply.

High: the state 
is actively 

implementing 
regulatory legal acts

Methods for 
protecting data

Only basic measures 
are used: password, 

antivirus

Encryption, 
payment data 

security

Biometrics, 
blockchain, 

advanced new 
technologies

Encryption, 
two-factor 

authentication, 
regular audits

Multi-factor 
authentication, 
access to data 

is always under 
control

Frequency of 
cyberattacks on 

travel companies

Above: Data leakage 
and phishing

Above: Personal 
information is often 

compromised in 
hotels

Low: very 
high level of 
technological 

protection

Moderate: The 
frequency of 

cyberattacks has 
decreased due to 

strict controls

Low: very strict 
rules and level of 

control

Training workers 
in cybersecurity

Not satisfactory 
because teaching is 

not mandatory
Optional

There are training 
programs at the 
national level.

Obliged to large 
companies

The state provides 
training for 

entrepreneurs

Implementing 
advanced security 

technologies.

Limited: only used in 
large companies

Rapidly developing 
in large companies

Uses advanced 
monitoring, 
including 

blockchain 
and Artificial 
Intelligence

Uses Blockchain 
and Artificial 
Intelligence 
monitoring

Public and private 
companies are 
using Artificial 
Intelligence and 

analytics

The level of trust 
in the protection 
of tourists’ data

Low: many fraudulent 
incidents occur

Average: varies 
depending on the 

company

High: Strict security 
measures are in 

place

Above: Tourists 
gain confidence 

thanks to strict laws

High: users are 
confident that their 

data is secure

Note: Compiled by the authors based on the literary sources (Arcuri et al., 2020; del Mar Alonso-Almeida et al., 2024; Ghaderi, Beal, 
Hall, et al., 2024; Tariq, 2024).

Continuation of the table

Surveys with tourism and IT experts. A survey 
was conducted on the cybersecurity practices used 
by employees in Kazakhstan’s hotels, travel agen-
cies, and the aviation industry. The survey included 
112 respondents, including employees from Air As-
tana, Fly Arystan Airlines, and the Marriott hotel 
chain.

According to the survey, 14.3% of participants 
indicated that the protection measures are insuffi-
cient. In comparison, 42.9% of respondents directly 
state that information security issues are not a prior-
ity, which highlights the significant risks associated 
with the disclosure of travelers’ data (Figure 1).

To achieve the purpose of the survey, respon-
dents were asked about the methods used in their 

companies to protect clients’ personal information, 
and they were given several options to choose from. 
According to the responses, most companies use ba-
sic data protection methods.

42.9% of respondents reported that their compa-
nies use data encryption methods, while 85.7% stat-
ed that multi-factor authentication is implemented 
in their companies. Additionally, 57.1% of respon-
dents indicated that their companies provide cyber-
security training for employees, and 71.4% reported 
that employees do not have access to customers’ 
personal information (Figure 2).

Respondents’ responses to the question of how 
often their company conducts training or briefings 
on safety issues are shown in Figure 3.
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Figure 1 – Diagrammatic analysis of how protected tourism companies are from cyber threats 
Note: Compiled by the authors based on survey responses

Figure 2 – Methods of protecting clients’ data in tourism companies 
Note: Compiled by the authors based on survey responses

Figure 3 – Responses to the company’s conduct training or briefings on cybersecurity issues 
Note: Compiled by the authors based on survey responses
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The next question of the survey asked respon-
dents how often training and briefings on cybersecu-
rity issues are conducted in their company. 66.7% of 
respondents reported that they are held rarely, while 
11.1% indicated that they are held once a year. Ad-
ditionally, another 11.1% of respondents stated that 

training sessions are held several times a year, while 
the remaining 11.1% reported that such events have 
never taken place (Figure 3).

Respondents’ responses to the question of which 
cyber threats pose the greatest threat to their com-
pany are shown in Figure 4.

Figure 4 – Responses to cyber threats pose the greatest risk to the company
Note: Compiled by the authors based on survey responses

The survey asked what cyber threats could pose 
to tourism companies. Respondents were given sev-
eral options to choose from. According to the results, 
62.5% indicated that phishing attacks, such as fraudu-
lent emails and websites, pose a high risk, while the 
next 62.5% highlighted the danger of customer da-

tabase breaches. Additionally, 25% of respondents 
pointed to the presence of malicious software viruses, 
and 12.5% selected other cyber threats (Figure 4).

Respondents’ responses to the question whether 
they think their company should increase invest-
ment in cybersecurity are shown in Figure 5.

Figure 5 – Responses to the company’s increase in investment in cybersecurity 
Note: Compiled by the authors based on survey responses
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To conclude the survey, respondents were asked 
about the importance of increasing investment to 
strengthen cybersecurity in their tourism companies. 
50% supported the idea, stating that it is necessary 
to protect customers and businesses. Meanwhile, 
37.5% considered increasing investment unneces-
sary, as they did not see cybersecurity threats as im-
portant. 12.5% believed that the current cybersecu-
rity measures were effective.

Considering the increasing threat of cyberat-
tacks in Kazakhstan’s tourism sector, comprehen-
sive measures must be taken to protect tourists’ 
personal data and improve cybersecurity. Through 
the analysis of collected data, we identified current 
vulnerabilities in protecting visitor information and 
provided recommendations to enhance cybersecu-
rity in Kazakhstan.

- Creating and implementing a security policy. 
Tourism industry organizations should develop and 
implement data protection policies and guidelines 
that align with global standards. The Kazakhstan 
Data Protection Association is actively working on 
developing such standards, which could serve as a 
model for other organizations. For example, tour-

ism companies should develop internal information 
security policies, including rules for handling cli-
ents’ personal data, and formalize them. To prevent 
unauthorized access to personal data, multi-factor 
authentication (MFA) should be implemented. The 
access level for each employee should be defined 
and enforced. For example, booking managers can 
view customer data but should not have access to 
payment details.

- Regular vulnerability assessment and audits. 
Tourism companies should use specialized tools 
such as Nessus or OpenVAS to scan for any weak-
nesses in their IT infrastructure automatically. 
These tools can immediately detect threats when cy-
bersecurity levels are low or when issues arise and 
alert IT professionals. In turn, the professionals can 
address the weaknesses. Additionally, independent 
experts should be invited to conduct annual cyber-
security audits. This means supporting government 
checks to assess the cybersecurity level in tourism 
companies and obtaining feedback from experts.

Based on the research, a special SWOT analysis 
of the current state of cybersecurity in Kazakhstan’s 
tourism sector was conducted (Table 2).

Table 2 – SWOT Analysis of Cybersecurity in the Tourism Sector of Kazakhstan

S (strengths) W (weaknesses) 
-	 The development of digital and online service technologies 

in tourism;
-	 Measures taken by the government to strengthen 

cybersecurity;
-	 Access to international best practices has resulted in the 

adoption of high-standard data protection techniques;
-	 The growth of domestic tourism has led to a reduction in 

the use of foreign platforms;
-	 An increase in the number of tourism enterprises 

considering the importance of personal data protection.

-	 The weak level of cybersecurity in small and medium-
sized businesses;

-	 The low level of digital literacy among employees;
-	 The shortage of specialists in the field of cybersecurity;
-	 The weakness of internal security systems leading to the 

potential theft of personal data;
-	 The lack of transparency in data storage and processing in 

tourism companies.

O (opportunities)  T (threats) 
-	 The implementation of new technologies for data storage 

and protection (Artificial Intelligence, Blockchain);
-	 Strengthening the security level of local booking and 

payment platforms;
-	 Government programs to support digital transformation;
-	 Training and development of specialists in the field of 

cybersecurit

-	 The increasing frequency of cyberattacks on tourism 
services and platforms;

-	 The theft of personal data leading to a loss of trust from 
tourists;

-	 The high costs associated with ensuring compliance with 
cybersecurity standards;

-	 The growth of fraud schemes related to tourism services;
-	 The use of outdated booking and payment systems.

Note– (Nussarova А., & Jaksylykov S., 2020; Data Protection Regulations, URL 1: 2021; Ovchinnikov Yu., & Ravkin R., 2021; 
Kobets P., 2020) compiled by the author based on research conducted

Note: Compiled by the authors based on the conducted researches (Hallinan et al., 2021; Кобец, 2020; Нусарова, 2020; Овчинни-
ков & Равкин, 2021).
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- Employee training. Tourism companies should 
train their employees on cybersecurity, including 
teaching them how to recognize phishing attacks. 
A test should be conducted to assess the knowl-
edge acquired by employees. For example, sending 
fake phishing emails and monitoring employees’ 
responses. An emergency response manual should 
be developed for situations where customer data is 
compromised or when a cyberattack occurs. The 
cybersecurity guidelines from Kazakhstan’s Minis-
try of Digital Development, Innovations, and Aero-
space Industry can be used for employee training.

- Using modern security technologies. Informa-
tion security can be significantly improved through 
the use of modern technologies such as data encryp-
tion, multi-factor authentication, monitoring, and 
intrusion detection systems. To implement security 
technologies, DDoS protection systems like Cloud-
flare or Imperva can be introduced. Additionally, ad-
vanced antivirus protection and intrusion detection/
prevention systems (IDS/IPS) would be an effective 
solution. To protect customers’ personal data, back-
ups can be created and encrypted.

- Cooperation with government agencies. Col-
laboration with government organizations such as 
the Information Security Committee of the Minis-
try of Digital Development, Innovations, and Aero-
space Industry of the Republic of Kazakhstan, as 
well as with professional associations, provides an 
opportunity for knowledge exchange and access to 
up-to-date information on emerging threats and de-
fense strategies.

- The viable way to improve cybersecurity in 
Kazakhstan’s tourism sector is through the use of 
artificial intelligence (AI). AI technologies enable 
real-time analysis of network traffic, detection of 
anomalies, and prevention of cyberattacks such as 
phishing and payment data breaches. Integrating 
AI into both public and private sectors can help im-
prove information security and facilitate a quick re-
sponse to incidents. Therefore, integrating AI into 
cybersecurity measures is an important first step to 
ensuring reliable data protection in Kazakhstan’s 
tourism industry.

The findings of this study confirm that cyber-
security has become a critical challenge for the 
modern tourism industry. As digital technologies 
become increasingly embedded in tourism services, 
particularly in online booking platforms, electronic 
payment systems, and mobile applications, cyber 
threats grow in complexity and frequency. The re-
sults of this research show that tourism companies 
are highly vulnerable to phishing schemes, data 

breaches, and malware attacks, which can lead to 
the unauthorized disclosure of travelers’ personal 
and financial information.

One of the key insights from the survey con-
ducted in Kazakhstan is the lack of cybersecurity pre-
paredness, especially among small and medium-sized 
enterprises. While large companies like Air Astana 
and Marriott have introduced encryption, multi-factor 
authentication, and employee training programs, the 
broader tourism ecosystem continues to struggle with 
basic security implementation. This creates a frag-
mented security environment that compromises con-
sumer trust and increases systemic risk.

Comparative analysis with international frame-
works such as the GDPR (EU), CCPA (USA), and 
PDPA (Singapore) highlights the gap between Ka-
zakhstan and more cyber-resilient jurisdictions. In 
these leading countries, strict penalties, centralized 
regulatory oversight, and frequent audits compel 
tourism companies to adopt high security standards. 
Kazakhstan’s current legal framework lacks the 
specificity and enforcement mechanisms necessary 
to ensure sector-wide compliance.

Furthermore, the study illustrates that technical 
solutions alone are not sufficient. Organizational 
awareness, employee training, and a proactive cy-
bersecurity culture are essential to protecting sen-
sitive traveller data. Encouragingly, government-
backed programs such as “Digital Kazakhstan” 
offer a platform for broader adoption of secure digi-
tal practices, but more sector-specific guidance and 
support are needed.

Overall, this discussion emphasizes that achiev-
ing robust cybersecurity in tourism requires a multi-
layered approach: integrating advanced technolo-
gies, improving legal enforcement, and fostering a 
culture of digital responsibility. This will not only 
protect travellers but also enhance the competitive-
ness and sustainability of the tourism industry.

Conclusion

The rapid digitalization of the tourism industry 
has introduced significant advantages in terms of ef-
ficiency and service delivery. However, it has also 
exposed the sector to a growing number of cyber 
threats, ranging from phishing schemes and mal-
ware to data breaches and identity theft. This study 
has demonstrated that the tourism sector, both glob-
ally and in Kazakhstan, remains highly vulnerable 
to cyberattacks due to increasing reliance on digi-
tal platforms for bookings, payments, and customer 
service.
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The research identified key cybersecurity risks 
affecting tourism companies and analyzed their un-
derlying causes, including insufficient investment 
in protective infrastructure, lack of staff training, 
outdated IT systems, and weak legal enforcement. 
Through comparative analysis, Kazakhstan’s data 
protection framework was found to be less robust 
than those in countries such as the European Union, 
the United States, and Singapore, where strict cyber-
security regulations and advanced technologies are 
actively enforced.

Survey results from tourism and aviation sector 
employees in Kazakhstan revealed that while some 
large companies are adopting multi-factor authenti-
cation and data encryption, a majority of small and 
medium-sized enterprises continue to rely on basic 
security measures, if any. This gap highlights the 
urgent need for industry-wide improvements in cy-
bersecurity culture and practice.

To mitigate existing vulnerabilities, the study 
recommends the adoption of modern security tech-
nologies, including artificial intelligence, block-
chain, and real-time threat detection systems. Fur-
thermore, regular cybersecurity audits, clear data 
access policies, mandatory employee training, and 
alignment with international regulatory standards 
are essential to safeguard personal information in 
tourism operations.

Research findings also indicate that many tour-
ism organizations do not pay sufficient attention 
to cybersecurity, often limiting themselves to only 
basic security measures. This, in turn, can lead to 
the loss or unauthorized access to users’ personal 
data and financial information. Such incidents not 
only result in financial losses but also damage the 
company’s reputation and undermine consumer 
trust.

In this context, ensuring cybersecurity in the 
tourism sector requires comprehensive and coordi-

nated actions. These should encompass a wide range 
of measures, from regulatory and legal frameworks 
at the national level to the development of informa-
tion security strategies within individual organiza-
tions and the training of qualified specialists. More-
over, fostering a culture of security, implementing 
advanced protection technologies (such as block-
chain, artificial intelligence, and encryption), and 
engaging in international knowledge exchange play 
a crucial role.

Ultimately, improving cybersecurity in the tour-
ism industry is not only about protecting data but 
also about maintaining the trust and confidence of 
travelers. A well-structured cybersecurity strategy 
will enhance service quality, reduce legal and finan-
cial risks, and support the sustainable digital trans-
formation of the tourism sector.

Overall, the research highlights the urgent need 
to implement concrete steps and recommendations 
to enhance digital security in Kazakhstan’s tourism 
industry. In the long term, systematic efforts in this 
direction are expected to improve the reliability and 
competitiveness of tourism services.
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